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CZ.NIC, a. |. e.

® Founded in 1998 by Czech ISPs

® Non-commercial, neutral

® 113 members (open membership)

® 80+ employees (Prague, Brno, Pilsen)
® MoU with Czech Government

® Main role — operation of e domain

® more than 40 reg
® more than 1mil registered domains (400t protected by DNSSEC)
® Many activities
® research and develop in area of security (MojelD, DNSSEC, IPv6, Turris...)
® operates CSIRT.CZ (National CSIRT of Czech Republic)
® Akademie — training center, education, workshops, competitions, campaigns
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CSIRT.CZ

e National CSIRT of the Czech Republic

® Operated by CZ.NIC since Jan 2011
® MoU with National Security Authority

® Team History
® Established in 2007
® Listedby Tlin 2008
® Appointed National CSIRT of Czech Republic in Dec 2010
® Accredited by Tl in 2011

® 8 members (2015)
® http://www.csirt.cz/, abuse@csirt.cz, info@csirt.cz
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® Tasks
® Dbuild and support (inter)national cooperation
® development of security infrastructure in the Czech Republic

® increase safety of networks, services and protect users Y enisa

® Services == CSIRT.SK

CSIRT.GOV.SK

® incident handling (as ,last resort® team in CZ)
® MDM (Malicious Domain Manager)

® Web scanner 4P sKENER
. g’ WEBU .
® AZB (News from security)
® Analysis, consultation, education, training, projects ... instgrfe?gz
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History of CERT/CSIRT in Czech Republic
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CERT/CSIRT in Czech Republic

® 2CCSIRT Listed (since 15 Sep 2014) ( 1 7 + 2)
® ACTIVE24-CSIRT Listed (since 09 Feb 2012)

® CASABLANCA.CZ-CSIRT Listed (since 08 Mar 2014)

® CDT-CERT Listed (since 16 Jul 2014)

® CESNET-CERTS Accredited (since 27 Jan 2008)
® Coolhousing CSIRT Listed (since 17 Sep 2014)

® CSIRT-MU Accredited (since 01 Feb 2011)
® CSIRT-VUT Listed (since 20 May 2014)

® CSIRT.CZ Accredited (since 13 Oct 2011)
® CSOB-Group-CSIRT Listed (since 29 Oct 2014)

® CZ.NIC-CSIRT Accredited (since 26 Aug 2010)
® DIAL-CERT Listed (since 16 Dec 2013)

® GOVCERT.CZ Accredited (since 21 Aug 2014)
® O2.cz CERT Listed (since 01 Jan 2014)

® SEBET (ITSELF.CZ-CSIRT) Listed (since 25 Oct 2014)

® SEZNAM.CZ-CSIRT Listed (since 18 Oct 2013)

® KAORA-CSIRT Listed (since 04 Mar 2015)

® CSIRT Merit In the process ...

® FORPSI-CSIRT In the process ...
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Why build CERT/CSIRT team?

® Formalization of the processes, introduction of standards

® Build trust and relationship

® Have a place where you can turn for help, advise, cooperation ...
® Information and data sharing

® Common activities, projects ...

® Become part of security infrastructure and community
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Thank you for your attention!

CSIRT.CZ
Andrea Kropacova / andrea@csirt.cz
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